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* Introducing EMA’s new research on Al(work)Ops

= AlOps success rates and value

= The current state of IT automation as it relates to AlOps
= AlOps capability and use case prioritization

= Benefits experienced from AlOps implementations

= Challenges and solutions

= A look at how Resolve combines automation with AlOps
" Q&A
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Al(work)Ops:
The State of AlOps 2021
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AlOps: What’s in a Name?

AlOps 30.0% The use of Al or ML in IT operations 35%

By domain name The use of automation in IT operations 25%

By department name The use of Al or ML plus automated actions 32%

By use case An intelligent overlay or platform 8%
By actions being taken

By a name specific to company/brand *  More than half of the respondents directly
By vendor name of product associated automation with AIOPs.
As a function of observability More than 50% of all respondents said that
oth automation is a C-suite initiative, strategic across

er

the organization. AlOps only rang in with a 32%
Strategic rating.
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High AlOps Success Rate & Value Relative to Cost

100% were successful with AlOps. 77% reported being very/extremely successful.

Very high 21%
Extremely Successful 31% High 41%
Breakeven 17%

Very Successrul | N % Too early to tel 16%

Early, but looks good 5%

Successful [N 19%

Marginally Successful F 4%
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AlOps Maturity by AlOps Success Rate

2+ Years

56.8%

Less Than a year

m Extremely Successful mVery Successful =~ Successful ® Marginally Successful
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Priority Group Cites Significantly Higher Level of AlOps Value Delivered

Very high
High 46.7%
Breakeven

Too early to tell

Early but good

= Automation and AlOps priority = Mixed priorities
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Survey Results: F
The Current State of '
IT Automation as it-
Relates to AlOps




Current State of Automation

Most with minimal intervention

50.5%

Most with oversight

Many with minimal intervention

Many with oversight

Few but growing

Not many, early

m Extremely successful  m Very successful Successful m Margjnally successful
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Desired State of Automation

48 4%
Autonomous 30.1%
20.5%
41 9%
Human oversight 54 8%
53.8%
9.7%
Human assist 151%
25.6%

m Extremely successful  ® Very successful Successful
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Automations Supported by Extremely Successful

Workflows across IT

Runbook or IT process automation

Alert-driven notification

Restarts of applications, systems, and/or services

Resource allocation/optimization 349%
Collaboration and incident team communication 34 9%
Change management 28 6%
Trouble ticketing and service desk workflows 27 0%
Application discovery and dependency mapping 27 0%
Configuration tools Puppet, Chef, Ansible 25.4%
DevOps automation 25 4%
Proactive service resolution 20.6%
Event remediation 17.5%
SecOps automation 12.7%
m Extremely successful
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58.7%
47.6%
42 9%
42 9%
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Survey Results:
Capability and
Use Case
Prioritization




Top Capabilities for Extremely Successful

Observability 31.7%
Hyperautomation 22 2%
Ability to take automated action 22 2%
Support for legacy. private, and public cloud 22 2%
Business outcome/service health 22 2%
ReaHime accuracy of CMDB/CMS 22 2%
Self-learning problem solving (ML) 19.0%
If/then analytics for change impact 17 5%
Ability to consolidate third-party toolsets 17.5%
Application/infrastructure dependency mapping 17.5%
Support for containers and microservices 17 5%
Ability to share data across multiple domains 159%
Predictive insights 15.9%
m Extremely successful
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Observability is a Major Priority

76.2%
An area of high interest

A capability we are actively pursuing

New to our organization

Not on our radar yet

m Extremely successful  ® Very successful Successful = Marginally successful
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Problem ldentification

Seconds
) 64 4%
Minutes 57 5%

Hours

We don't have that capability

m Automation and AlOps priority  ®m Mixed priorities
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Monitoring Coverage

60.3%
Completely meets needs

61.1%

End-to-end with important gaps

Comprehensive but siloed

Uneven and insufficient

Pursuing observability

m Extremely successful  m Very successful Successful = Marginally successful
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Toolset Consolidation

74.2%

Yes

No

No, but there should be

= Extremely successful = Very successful Successful = Marginally successful
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Analytical Capabilities for Extremely Successful

Machine leaming (ML) AT 6%
Optimization algorithms 44 A%
Topology-based analytics 41 3%
Predictive algorithms 41 3%
Comparators 39.7%
Observability 34.9%
Object-based modeling 33.3%
Rule-based analytics 33.3%
If/then analytics 31.7%
Anomaly detection 28.6%
Streaming analytics 28.6%
Prescriptive analytics 27.0%
Correlators 22 2%

m Extremely successful
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Use Cases for AlOps

loT and or operational technology (OT)
Business impact- IT/business alignment
Observability

Event management

Network performance

DevOps

Application performance and availability
Change and impact analysis

Capacity and optimization

SecOps
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58.7%
47 6%
44 4%
41 3%
39.7%
38.1%
34.9%
33.3%
30.2%
25.4%

m Extremely successful
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IT Stakeholders - Big ITSM Share

IT service management (ITSM) service desk and beyond
Infrastructure management

DevOps

Cloud

Executive IT

Site reliability engineers (SRESs)
Security

Engineering or development

Asset management/financial planning
Architecture

Network operations

User experience manage ment

Vendor manage ment

Configuration and change management

m Automation and AlOps priority
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35.6%

3 %‘%6%
38.3%

332%%

28.9%
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m Mixed priorities
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Survey Results

Benefits Experienced

from AlOps

Implementations




Organizational and Process Changes

IT/business alignment improves

DevOps runs faster and more efficiently

Increased importance of employee/customer experience
More cross-functional teams and collaboration

Automation Centers of Excellence

Budget and buying decisions move higher in the organization
Security issues are surfaced early

Shared business objectives

New and changing roles

Process and policy are standardized

War room reduction in frequency, duration, and people..

Better views of asset, capacity, and cost management
Vendor management
Configuration and change management

B Extremely successful
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49 2%
47 6%
41 3%
34 9%
33.3%
31.7%
27 0%
27 0%
27 0%
23.8%
222%%
222%%
17.8%
15.6%
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AlOps Benefits Achieved

Mostly Even Other Than Operational Effectiveness + SLA

Operational efficiency

Improved service-level agreement performance

Cloud ops effectiveness and decrease in operational expense
Reduced number of incidents

Cut the time for incident alert

Cut the time to resolve issues

DevOps effectiveness

SecOps effectiveness

Cross-team collaboration

Decreased number of performance issues or outages

= Automation and AlOps priority
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Business Benefits

Improved [T/business alignhment

Better quality of IT and business service
Improved end-user/customer experience
Improved business process efficiency
Accelerated digital transformation
Improved business revenue

Faster onboarding of new customers

Enforcement of best practices
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36.5%

28.6%

B Extremely successful

52.4%

47 6%

46.0%

46.0%

42 9%
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Impact of AlOps Differs Significantly Among Prioritization Groups

Transformational

Significant

Meaningful

Modest

- 0.0%
Marginal 6.3%

Nonexistent 1 1.6%

m Automation and AlOps priority ~ ® Mixed priorities
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Challenges

Legacy systems 0% 33.3%
Integration challenges % 31.1%
Fear or distrust of Al % 26.7%
Security concems S 32.1%
Training Al/ML to meet needs 55% 22.7%
Cost of technologies DO 32.1%
More customization needed than expected 0% 20-0%
Data accuracy or accessibility ¥ 23.5%
Skills availability/gap 3. 29 6%
Lack of resources to meet enterprise demand "1943-3%
No perceived pain or ROI to justify effort —% 13.3%
Resistance to change v 235%
Conflicts within IT el 29 6%

m Automation and AlOps priority B Mixed priorities
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Platform Use

79.4%
Yes, one

More than one

No. but will

571%

m Extremely successful  ® Very successful Successful = Marginally successful
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Top 3 Factors in Platform Selection

Flexibility 42 9%
Scalability

Ease of deployment - time to value

Collaboration capabilities

Cost

Extensibility, ease of integration

Mobile-specific functionality

Advanced automation or hyperautomation

Low code/no code customization

Visualization and reporting

Al/ML readiness for use

Ease of use

Cloud capabilities

Observability across complex, hybrid environments
Out-of-the-box functionality, including integrations

B Extremely successful
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What are some
key takeaways?
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How Does Resolve
Combine Automation
& AlOps?




DISCOVERY
LOGS
EVENTS
SERVICE REQUESTS
MONITORING DATA
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AIOPS + ENTERPRISE AUTOMATION IN ONE PLATFORM
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INSIGHTS ACTIONS COMMAND CENTER

CROSS-DOMAIN CAPABILITIES

COMPUTE NETWORK SECURITY OPERATIONS

ACTIONS ON INFRASTRUCTURE '

OPTIONAL
INTEGRATIONS
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SERVERS + VMs ROUTERS + SWITCHES FIREWALLS SERVICE DESK
CLOUD VPN ENDPOINTS DESKTOPS
STORAGE WIRELESS NETWORK SECURITY CLIENTS
PACKAGES COMMUNICATIONS IDENTITY MOBILE



Self-Healing, Integrated Automation

A CLOSED-LOOP OF DISCOVERY, DETECTION, ANALYSIS, PREDICTION, AND AUTOMATION

Resolve Insights and Actions can be used together to

autonomously trigger automations to remediate

issues, dynamically adjust capacity, take proactive
actions to prevent outages, and more!
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Q&A + Next Steps

Send us your questions
* Request a 1:1 demo on our website

* Download EMA’s New Report -
Automation + AlOps = Platform Power

* Explore more automation resources on
the Resolve website!
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Thank You!



